
































rejected this warning, allowing the payment to be made by relying on an undocumented
assertion of a UAE relationship manager that Front Co. 1’s owner, when reached for an
explanation, denied that his business had any “links with Iran.”

e The Senior U.K. Sanctions Officer also failed to act on a fax communication located
in Front Co. 1’s account file that contained correspondence from Iran. The fax, sent to
the Bank in September 2011, bore an Iranian country code stamp of +98. Again, the
Senior U.K. Sanctions Officer inexplicably gave Front Co. 1 the benefit of the doubt
and allowed it to continue conducting business through the Bank — including
transactions processed through the New York Branch.

33. This significant compliance failure persisted until March 2012, when other Bank
employees in the business line scrutinized Front Co. 1’s obvious ties to Iran and finally
authorized steps to close the account on that basis. But this series of events was not isolated.

34.  For example, in another instance involving an Iranian front company customer, a
relationship manager in the Bank’s Dubai branch (“RM 1) improperly took money in 2010 from
the account’s beneficial owner in order to a buy a personal car. The payment to RM 1 passed
through his personal bank account at the Bank, as well as the Iranian entity’s account at the
Bank’s Dubai branch, without detection by the Bank for years.

35.  In 2011, the Bank closed the original USD account for this Iranian front company
customer on the basis of its sanctions risk. Using his Standard Chartered e-mail account, RM 1
wrote to the Iranian front company customer, “Last year you helped me for getting my car for
which I am always thankful to you.” RM 1 then helped re-open a USD account for the Iranian
front company customer at the Dubai branch under a different corporate name. To assist the
Iranian customer in avoiding detection by the Bank, RM 1 advised the customer to avoid using
the original company e-mail address and phone number for the account opening paperwork, as
well as any reference to the name of the company that now had the closed account.

36. RM 1 also warned another Iranian front company’s owner that it should close its

account before the Bank reported it as suspicious: “before [the Bank] report[s] to [the local
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bank regulator] . . . please can you send me a closure notice before [the Bank] raise question
on you?”

37. A different relationship manager (“RM 2”) also advised an employee of Front Co.
1 on how to evade detection as a sanctioned entity: “if you change the company name then we
can reopen another account with Standard Chartered.”

Volume of Additional Impermissible Transactions

38. The Department’s Investigation determined that, during the period November
2008 through July 2014, the Bank processed nearly 15,000 illegal payments for the benefit of
sanctioned Iranian parties, totaling more than $600 million. The Bank also conducted an
additional $20 million in USD payments for illegal transactions involving Syrian, Sudanese,
Burmese and Cuban entities. A majority of these transactions flowed through the New York
Branch, and none were permitted under the “U-turn” exemption.

Standard Chartered’s Deficient Sanctions Compliance Program and
Overconfidence Allowed the Illegal Iranian Business to Continue

39. Prior to early 2014, the Bank offered repeated assurances to the Department about
the purportedly substantial improvements it was making to its sanctions compliance program. In
November 2011, for example, the Bank assured the Department that Group Sanctions
Compliance could adequately manage its sanctions risk, asserting that “[a]Jn exhaustive
investigation of [the Bank’s] conduct from 2001 to 2007 shows that there were diligent efforts to
comply with U.S. sanctions regulations. . . . . [The Bank] expended significant time and
resources to ensure that its Iranian business complied with OFAC regulations.” The Bank
further represented that it had significantly enhanced all areas of its sanctions compliance

program, including policies and procedures, customer due diligence, transaction and customer
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screening, resources, training and assurance, and “[had] also made substantial investments in
improving the systems critical to sanctions compliance.”

40.  Similarly, in Summer 2012, the Bank highlighted a Sanctions Compliance
Program that it said would strengthen controls in the critical areas of governance, policies and
procedures, training and assurance, from the business level up to the highest levels of Group
management.  The Bank further represented to the Department that sanctions screening
improvements included “automated screening of cross-border SWIFT messages to and from all
[Bank] offices,” and “increased focus on development of internal [Bank] watch lists.”

41.  In light of these supposed enhancements, the Bank determined that it would
continue servicing customers in jurisdictions that posed substantial risks for ensuring compliance
with U.S. sanctions laws, including the UAE. Until the end of 2013, the Bank’s policy at its
Dubai branch was to permit as customers Iranian nationals seeking to open USD accounts for
small-to-medium enterprises (“SMEs”), so long as the owners completed CDD requirements,
including providing UAE residency visas, and were not majority shareholders of the businesses
they owned.

42. The Department’s Investigation further revealed that, as a general matter, the
Bank’s compliance infrastructure in the UAE region was woefully inadequate. Client-facing and
compliance staff were poorly trained and unconcerned with complex U.S. sanctions regulations.
Business personnel could not keep up with the due diligence reviews recommended by the Iran
Addendum, resulting in a significant backlog in CDD checks by relationship managers in the
Dubai branch.

43, Thus, the Bank’s sanctions controls at the Dubai branch were no match for even

unsophisticated evasion efforts. Many of the CDD files at the Bank’s Dubai branch were wholly
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inadequate, missing for example, critical information and key documents such as a valid UAE
residency visa.

44. In May 2011, a senior compliance officer in the U.S. recommended a limited
review of 19 specific SMEs at the Dubai branch, due to an identified sanctions risk based on the
type of company involved, i.e., a general trading company. A senior manager of SME Banking
for the Middle East confirmed this risk, stating in early 2012 in an e-mail to a very senior SME
banker (the “Senior SME Banker”), “/MJany of our [Dubai branch] customers are (a) Iranian
nationals (owners of SMEs), (b) Selling to Iran . . . (c) Supplying to local buyers who have
customers in Iran. . . . 814 SME customers have Iranian owners. They may or may not have
any direct/indirect exposure to Iran.”

45. However, the Senior UAE FCR Officer dismissed the request, stating, “All
accounts where there is an Iranian national involvement conform with our policy that if they are
resident in the UAE then we are able to deal with them . . . .” As a result, the Dubai branch
ultimately reviewed only five of the SMEs recommended for review. Of the 14 companies not
reviewed by compliance, two proved to be responsible for approximately $100 million in illegal
Iranian transactions conducted by the Bank between November 2008 and 2012. In sum, the
Bank’s still inadequate sanctions compliance program, including at its Dubai branch, was a root
cause of its persistence after 2007 in engaging in illegal payments to and from Iran and other
sanctioned countries.

Cooperation and Remediation

46.  The Department recognizes the Bank’s very substantial cooperation with the
Department’s Investigation, including presentations of the Bank’s own internal investigation,

appropriate responses to the Department’s requests for information, the production of a
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voluminous quantity of documents, making witnesses available for interviews, and responses to
additional inquiries from the Department.

47. The Department recognizes that, since in or about 2014, the Bank has undertaken
significant remediation, including by implementing more robust sanctions policies, procedures,
and programs, and through the hiring of new senior leadership and staff in its legal and financial
crime compliance functions. These changes have fostered an improved culture of compliance
and marked enhancements to the Bank’s financial crime compliance function. The Department
has given substantial weight to this cooperation and remediation described in Pare;graphs 46-47
in agreeing to the terms and remedies of this Consent Order, including the civil monetary penalty
imposed.

NOW THEREFORE, to resolve this matter without further proceedings pursuant to the
Superintendent’s authority under Sections 39 and 44 of the Banking Law, the Department and
the Bank hereby stipulate and agree to the terms and conditions below requiring further review
of the Bank’s activities, for remediation, and for imposition of a penalty:

VIOLATIONS OF LAWS AND REGULATIONS

48. The Bank conducted business in an unsafe and unsound manner, in violation of
New York Banking Law § 44.

49.  The Bank failed to maintain an effective and compliant OFAC compliance
program, in violation of 3 N.Y.C.R.R. § 116.2.

50. The Bank failed to maintain and make available appropriate books, accounts, and

records, reflecting all transactions and actions, in violation of New York Banking Law § 200-c.
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51.  The Bank failed to submit a report to the Superintendent immediately upon
discovering fraud, dishonesty, making of false entries or omission of true entries, or other
misconduct, whether or not a criminal offense, in violation of 3 N.Y.C.R.R. § 300.1.

52.  The Bank failed to submit a report to the Superintendent of one or more incidents
that appear to relate to a plan or scheme that would be of interest to similar organizations located
in the same area or through the state, in violation of 3 N.Y.C.R.R. § 300.4.

SETTLEMENT PROVISIONS

Monetary Penalty

53. The Bank shall pay to the Department a civil monetary penalty pursuant to
Banking Law § 44 in the amount of $180,000,000. The Bank shall pay the entire amount within
ten (10) days of executing this Consent Order. The Bank agrees that it will not claim, assert, or
apply for a tax deduction or tax credit with regard to any U.S. federal, state, or local tax, directly
or indirectly, for any portion of the civil monetary penalty paid pursuant to this Consent Order.

Emplovee Discipline

54. The Bank has undertaken an accountability review of current and former
employees for conduct identified in or related to the Department’s Investigation (the “Conduct
Review”). As a result of the Conduct Review and other efforts by the Bank in the course of the
Department’s Investigation, the Bank has applied certain discipline or consequences for those
employees identified as having engaged in certain misconduct or behavior in the Conduct
Review, including termination of seven employees. Additionally, 14 individuals involved in the
misconduct identified in the Department’s Investigation resigned from the Bank or were
otherwise terminated due to unrelated reasons, prior to the time any disciplinary action might

have been taken against them by Standard Chartered.
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55. The Bank shall not in the future, directly or indirectly, rehire or retain as an
officer, employee, agent, consultant, or contractor of the Bank or any affiliate of Standard
Chartered, or in any other capacity, the following: (a) the Senior Executive, (b) the Senior U.S.
Sanctions Officer, (¢) the Senior U.K. Sanctions Officer, or (d) any individual that the Bank has
tagged in its human resources records as “Do Not Rehire — Misconduct” as a result of the
Conduct Review.

Remediation for Standard Chartered’s Sanctions Compliance Program

Continuation of Independent Consultant

56.  As set forth in the Second Supplemental Order dated November 21, 2018 between

the Bank and the Department (the “2018 Consent Order”), commencing January 1, 2019, and for
a period of up to one year (with the Department retaining sole discretion to extend the time
period for up to one additional year), the Bank has engaged an independent consultant to (a)
provide guidance to the Bank in connection with its achievement of tasks necessary to complete
remediation contemplated by the 2012 Consent Order and 2014 Consent Order, and (b) assist the
Department in reviewing the remediation of the Bank’s compliance programs, including its
sanctions compliance programs (the “Independent Consultant”). The Department has selected
the Independent Consultant in the exercise of its sole discretion pursuant to the 2018 Consent
Order.

57.  Pursuant to the 2018 Consent Order, the Bank and the Independent Consultant
have agreed to a workplan that will guide the objectives, responsibilities and activities of the
Independent Consultant. However, the Department retains and shall exercise sole discretion to
direct the course of the Bank’s remediation efforts pursuant to the 2012 Consent Order, 2014

Consent Order, 2016 Supplemental Consent Order, 2018 Consent Order, and this Consent Order.
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58. All other terms and conditions of the 2012 Consent Order, 2014 Consent Order,

2016 Supplemental Consent Order, and the 2018 Consent Order remain in full force and effect.

Sanctions Compliance Plan

59.  Within ninety (90) days of the conclusion of the term of the Independent

Consultant (including any extension pursuant to Paragraph 56 above), the Bank shall submit to

the Department a written plan, acceptable to the Department, to improve and enhance the Bank’s

compliance with applicable OFAC and New York laws and regulations relating to sanctions .

compliance (the “Sanctions Compliance Plan”). At a minimum, the Sanctions Compliance Plan

shall include the following:

a.

an annual assessment of OFAC compliance risks arising from the global
business activities and-customer base of the Bank’s subsidiaries, including
risks arising from transaction processing and trade finance activities
conducted by or through the Bank’s global operations;

policies and procedures to ensure compliance with applicable OFAC
Regulations by the Bank’s global business lines, including screening with
respect to transaction processing and trade financing activities for the direct
and indirect customers of Bank subsidiaries;

the establishment of an OFAC compliance reporting system that is widely
publicized within the global organization and integrated into the Bank’s other
reporting systems in which employees report known or suspected violations of
OFAC regulations, and that includes a process designed to ensure that known
or suspected OFAC violations are promptly escalated to appropriate
compliance personnel for appropriate resolution and reporting;

procedures to ensure that the OFAC compliance elements are adequately
staffed and funded;

training for the Bank’s employees in OF AC-related issues appropriate to the
employee’s job responsibilities that is provided on an ongoing, periodic basis;

and

an audit program designed to test for compliance with OFAC Regulations.
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60. To the extent that the Bank has already created some part or all of the plan
required in Paragraph 59 a. through f. above, any plan submitted pursuant to these Paragraphs
59-60 may identify such prior plan, and reference the relevant updates or revisions to such
policies, procedures and processes called for by subparagraphs a. through f.

Corporate Oversight Plan

61.  Within ninety (90) days of the conclusion of the term of the Independent
Consultant (including any extension pursuant to Paragraph 56 above), the Bank shall submit to
the Department a written plan, acceptable to the Department, to enhance oversight, by the
management of the Bank and the New York Branch, of the Bank’s and the New York Branch’s
compliance with applicable OFAC and New York laws and regulations relating to sanctions
compliance (the “Sanctions Corporate Oversight Plan”). The Sanctions Corporate Oversight
Plan shall provide for a sustainable governance framework that, at a minimum, addresses,
considers and includes:

a. actions the board of directors will take to maintain effective control over
compliance with both OFAC laws and regulations and related New York laws
and regulations;

b. measures to improve the management information systems reporting of the
Bank’s compliance with both OFAC laws and regulations and related New
York laws and regulations to the senior management of the Bank;

c. clearly defined roles, responsibilities, and accountability regarding
compliance with both OFAC laws and regulations and related New York laws
and regulations for the Bank’s management, compliance personnel, and
internal audit staff;,

d. measures to ensure that the person or groups at the Bank charged with the
responsibility of overseeing the Bank’s compliance with both OFAC laws and
regulations and related New York laws and regulations possess appropriate
subject matter expertise and are actively involved in carrying out such

responsibilities; and

e. adequate resources to ensure compliance with this Order.
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62.  To the extent that the Bank has already created some part or all of the plan
required in Paragraph 61 a. through e. above, any plan submitted pursuant to these Paragraphs
61-62 may identify such prior plan, and reference the relevant updates or revisions to such
policies, procedures and processes called for by subparagraphs a. through e.

Progress Reports

63.  For a period of two years following the conclusion of the term of the Independent
Consultant (including any extension pursuant to Paragraph 56 above), Standard Chartered shall,
within thirty (30) days of the end of each six-month period, submit to the Department a written
progress report detailing the form and manner of all actions taken to secure compliance with the
provisions of this Order and the results thereof, including, but not limited to, Paragraphs 59-62
above.

Full and Complete Cooperation of Standard Chartered

64.  Consistent with applicable law, the Bank agrees it will fully cooperate with the
Independent Consultant and support its work by, among other things, providing the Independent
Consultant with access to all relevant personnel, consultants and third-party service providers,
files, reports, or records. The Bank further commits and agrees that it will fully cooperate with
the Department regarding all terms of this Consent Order.

Breach of the Consent Order

65.  In the event that the Department believes Standard Chartered to be in material
breach of the Consent Order, or any provision hereof, the Department will provide written notice
of the breach(es) to Standard Chartered and Standard Chartered shall, within ten (10) business

days of receiving such notice, or on a later date if so determined in the Department’s sole
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discretion, appear before the Department to demonstrate that no material breach occurred or, to
the extent pertinent, that the breach has been cured to the satisfaction of the Department.

66.  The parties agree that Standard Chartered’s failure to make the required showing
within the designated time period shall be presumptive evidence of the Bank’s breach. Upon a
finding that Standard Chartered has breached the Consent Order, Standard Chartered agrees that
the Department shall have all remedies available to it under the New York Banking and
Financial Services laws and regulations and may make use of any evidence available to the
Department in any ensuing hearings, notices, or orders. Standard Chartered submits to the
jurisdiction of the Department for any such future proceedings.
Waiver of Rights

67.  The parties understand and agree that no provision of this Consent Order is
subject to review in any court, tribunal or agency outside the Department.

Parties Bound by the Consent Order

68. This Consent Order is binding on the Department and Standard Chartered, as
well as any successors and assigns. This Consent Order does not bind any foreign, federal or
other state agency or any law enforcement authority.

69.  No further action will be taken by the Department against Standard Chartered for
the specific conduct set forth in this Consent Order, provided that the Bank fully complies with
the terms of this Consent Order.

70.  Notwithstanding any other provision of the Consent Order, the Department may
undertake action against Standard Chartered for transactions or conduct that Standard Chartered
did not disclose to the Department in the written material Standard Chartered has submitted to

the Department in connection with this matter.
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Notices
71.  All notices or communications regarding this Consent Order shall be sent to:

For the Department:

Megan Prendergast Millard

Deputy Superintendent for Enforcement

New York State Department of Financial Services
One State Street

New York, NY 10004

Elizabeth Nochlin

Director, Investigations and Intelligence and

Senior Assistant Deputy Superintendent for Enforcement
New York State Department of Financial Services

One State Street

New York, NY 10004

Samantha Jacobson

Excelsior Fellow

New York State Department of Financial Services
One State Street

New York, NY 10004

For Standard Chartered:

Scott Corrigan

General Counsel, Europe & Americas
Standard Chartered Bank

1095 Avenue of the Americas

New York, NY 10036
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Miscellaneous

72.  Each provision of this Consent Order shall remain effective and enforceable
against Standard Chartered, its successors and assigns until stayed, modified, suspended, or
terminated by the Department.

73. No promise, assurance, representation or understanding other than those
contained in this Consent Order has been made to induce any party to agree to the provisions of

the Consent Order.

[remainder of page intentionally left blank]
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IN WITNESS WHEREOF, the parties have caused this Consent Order to be signed this j_

day of April, 2019.

STANDARD CHARTERED BANK

ZAVY;

BILL WINTERS
Group Chief Executive

By:

STANDARD CHARTERED BANK,
NEW YORK BRANCH

. &,

TORRY BERNTSEN
Chief Executive Officer,
Americas

NEW YORK STATE DEPARTMENT OF
FINANCIAL SERVICES

5y Fordk A fncweld

LINDA A. LACEWELL
Acting Superintendent of Financial Services

NEW YORK STATE DEPARTMENT OF
FINANCIAL SERVICES

By: wauﬁ/

MATTHEW L. LEVINE
Executive Deputy Superintendent for
Enforcement
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